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Contact Details

Email Encryption — Background & Objectives

Advisers are beginning to investigate email encryption, and other secure

Finance & Technology
Research Centre

T: 020 7659 2345 communication solutions for their businesses, as a response to calls from
the FSA to tighten up on data security practices. A number of “off the
lan McKenna shelf” solutions are currently available, however these have not been
Director

designed to specifically meet adviser business requirements.
E: ian.mckenna@ftrc.co.uk

F&TRC are conducting a research project which will document adviser
requirements for an email encryption solution, with the findings being

Poppy Morgan published in August 2009. The report will:

Research Consultant

E: poppy.morgan@ftrc.co.uk » Assist product provider understanding of adviser requirements and the '
solutions which will be meet these needs B TS A

Samantha Smith .
Head of Marketing & Admin
E: samantha.smith@ftrc.co.uk

Define a set of requirements against which providers can assess their existing email encryption solutions before deciding
whether these can subsequently be re-used with advisers

» Deliver guidance to adviser businesses seeking to adopt/or review an existing email encryption solution

F&TRC Credentials for this project:

g F&TRC have excellent working relationships with a wide range of networks and national adviser firms and also
support groups

[ We have a detailed understanding of the different operating structures within adviser firms, covering a wide
range of approaches including (but not limited to):

e Sole traders’, small directly authorised network/support group members, medium sized regional firms, large
scale national firms

e Centralised admin support v local admin support
e Mandated technologies v self select technologies
e Enforced business processes v own business process
e Employed staff v self employed staff
[ | F&TRC consultancy staff have all worked within IFA businesses, we therefore have a dedicated understanding of

G@oee how such firms operate
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Project Deliverables

Overview of the different users of email and the nature of email communications being sent
Including: Identifying the main stakeholders -:-E
Highlighting situations where advisers are likely to regularly breach the Data Protection Act

Understand the complexity of the email trail O

Including: Documenting scenarios detailing how emails are passed between different parties
and what issues this could present to an email encryption service

Identifying the different types of devices advisers use to send/receive emails
Including: Adviser requirements for each device
Issues an email encryption service may need to consider

Document the issues advisers will need to consider and obtain answers to, prior to
selecting a solution vendor
Including: Documenting the key challenges and issues an email encryption service will need to
address with its target market

Production of a public domain document, designed to assist advisers to understand the
guestions they need to put to any email encryption vendor, prior to adopting a service

Assisting firms to validate whether an existing email encryption solution can be re-deployed ’t 2’
across advisers
inciuding: List of requirements that any email encryption service will need to meet in order Tor it to be S

effective when dealing with adviser businesses
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Background

Project Scope & Deliverables
Methodology & Approach

FSA & ICO

Data Protection Act (DPA)

Financial implications of breaching DPA
Taking regulatory responsibility

Scale & implications of current breaches

Understanding the breadth of email usage in adviser firms

Where are DPA breaches taking place?

« Leads — how do advisers obtain these?

» Fact find — how do advisers gather this information?
 lllustrations — how do advisers & Providers communicate?

« Suitability letter — how do advisers send this information on?
e Applications — how do advisers and providers exchange data

* Valuations — how do advisers obtain this data from Providers?

Understanding the breadth of email usage in adviser firms

+ Adviser fim will have

advisers.

+ Adviser fim will have empioyees.

employed st

dgrecty - employees
wilhave responsibilty for |+ Regulatory responsibilty

employed by the

adviser the aswil the Network. authorised firm lkely to fal upon th

adviser is appointed to

employed or, may be sel: employed and willbe employed and directy employed.

employed

E ‘ Suitability letter - how do advisers send this information on?

» Aggregated statements — how do advisers send this information on to clients?

Different advisers, different issues for Providers?

Understanding different distributor models

Overview of how different advisers approach technology
» Adviser technology — the “Corporate” approach
» Adviser technology — the “Guided” approach

» Adviser technology — the “Individual” approach
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e Advisers and secure communication — state of preparedness
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¢ Rules based encryption ‘ Advisers and secure communication - state of preparedness
lan McKenna - Different adviser approaches to securing communication = |
Director . . . . .
E: ian.mckenna@fte.co.uk e Multiple solutions, multiple issues for advisers?
» Servers
Poppy Morgan * Hardware/Software Due diligence for email encryption
Research Consultant . L —— e i J—
E: poppy.morgan@ftrc.co.uk * Email application [oreme [ e
* Mobile devices —
Samantha Smith « Interoperability
Head of Marketing & Admin e
E: samantha.smith@ftrc.co.uk « Encryption keys
e Storage & archive
» Retrieving emails in the short term

» Retrieving emails in the longer term

e Support

e Meeting adviser request for information

’Secure communication — a possible B2B model? ‘

» Due Diligence for email encryption ,J 3 J 3 ,J ,J J
e ‘“Islands” of security — —
« Email encryption — right tool for the job? —

yPion 1o : g e o oa g o

e What is an “industry” solution?

Nework ‘SupportGroup

et aeady I --
¢ Reusing what's already in place P ey s &‘_}3“ nijﬁsn
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» How do existing solutions compare & exploring other solutions o e SRS s

» Secure communication — a possibie B2B modei?

Taking a look at other sectors

Key conclusions
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